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Configurare SQL Server 2005 pentru acces de la distanta

Introducere

Cand incercati sa va conectati la o instanta a Microsoft SQL Server 2005 de la un computer la distantd,
este posibil sa primiti un mesaj de eroare. Aceasta problema poate aparea atunci cand utilizati orice
program care se conecteaza la SQL Server. De exemplu, veti primi urmatorul mesaj de eroare atunci
cand utilizati utilitarul SQLCMD pentru conectare la SQL Server:

Sqlemd: Error: Microsoft SQL Native Client: An error has occurred while establishing a connection to the
server. When connecting to SQL Server 2005, this failure may be caused by the fact that under the
default settings SQL Server does not allow remote connections.

Aceasta problema poate aparea in cazul in care SQL Server 2005 nu este configurat sa accepte conexiuni
de la distant3. in mod implicit, SQL Server 2005 Express Edition si SQL Server 2005 Developer Edition nu
permite conexiuni de la distantad. Pentru a configura SQL Server 2005, pentru a permite conexiuni de la

distanta, urmati pasii de mai jos:

e Activati conexiunile de la distanta pe instanta de SQL Server pe care doriti sa va conectati la de
la un computer la distanta.

e Porniti serviciului SQL Server Browser.

e Configurati firewall-ul pentru a permite traficul de retea generat de SQL Server si de serviciul
SQL Server Browser.

Mai jos este descris in detaliu modul de realizare a fiecarei etape.

Pentru a permite conexiuni de la distanta la o instanta de SQL Server 2005 si pentru a activa serviciul
SQL Server Browser, folositi utilitarul SQL Server 2005 Surface Area Configuration. Utilitarul Surface
Area Configuration este instalat atunci cand instalati SQL Server 2005.
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Facilitarea conexiunilor de la distanta pentru SQL Server 2005 Express sau SQL Server 2005

Developer Edition

Trebuie sa permiteti realizarea de conexiuni de la distanta, pentru fiecare instantd de SQL Server 2005 |a
care doriti sd va conectati la de la un computer aflat la distanta. Pentru a realiza acest lucru, urmati pasii

de maijos:

1. Start > Programs > Microsoft SQL Server 2005 > Configuration Tools > SQL Server Surface Area

Configuration.

=0
Microsoft r-'f‘"‘}"ﬁ“am Server System
SQL Server200s

Help Protect Your SQL Server

Minimize SQL Server 2005 Surface Area

+ Disable unused services and network protocols for remote connections.
+ Disable unused features of SQL Server components.

For new installations, use these tools to enable required features, services, and network protocols that are disabled by
default. For upgraded instances, use these tools to identify and disable unused features, services, and protocols.

Users with administrative privileges on Microsoft Windows Vista and later versions will no longer have administrstive
below link
{R Add New Administrator

@  Read more about configuring the SQL Server suface area.

Configure Surface Area for localhost change computer)

e

2 Surface Area Configuration for Services and Connections

% Surface Area Configuration for Features
T

SQL Server 2005 improves manageabilty and security by giving administrators more control over the surface area of local
and remate instances of SQL Server 2005. With the SQL Server 2005 Suface Area Configuration tools, you can easily:

privileges on this SQL Server installation by default. To explicitly add yourself as & SQL Server administrator, click on the

2. Pe pagina SQL Server 2005 Surface Area Configuration, faceti clic pe Surface Area Configuration for

Services and Connections.
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) SQL Server 2005 Surface Area Configuration
&~ Help Protect Your SQL Server

Enable only the services and connection types used by your applications. Disabling unused services and connections helps
protect your server by reducing the surface area. For default settings, see Help.

Select a component and then configure ts services and connections

3 INFLOWSQL By defauit, SQL Server 2005 Express, Evaluation, and Developer editions allow local
=] 5 SOLEXPRESS client connections only. Enterprise, Standard, and Workgroup editions also listen for
) L.! Detabinae Endric remote client connections over TCP/IP. Use the options below to change the protocols
: g on which SQL Server listens for incoming client connections. TCP/IP is prefemred over
Service named pipes because it requires fewer ports to be opened across the firewall

=+ Remote Connections
[l SQL Server Browser
" Local connections onfy

' Local and remote connections
& Using TCP/IP onfy
£~ Using named pipes onfy
" Using both TCP/IP and named pipes

WView by Instance I View by Component I

oK | caesl | ey | Hep |

3. Pe pagina SQL Server 2005 Surface Area Configuration, faceti clic pe Database Engine, faceti clic pe
Remote Connections, faceti clic pe Local and remote connections, faceti clic pe Using TCP/IP only, apoi

faceti clic pe Apply.

Nota Faceti clic pe OK cand primiti urmatorul mesaj:

Changes to Connection Settings will not take effect until you restart the Database Engine service

4. Pe pagina Surface Area Configuration for Services and Connections, faceti clic pe Database Engine,
faceti clic pe Service, faceti clic pe Stop, asteptati pana cand se opreste serviciul MSSQLServer, apoi

faceti clic pe Start pentru a reporni serviciul MSSQLServer.

* & Surface Area Configuration for Services and Connecl

) SQL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the services and connection types used by your applications. Disabling unused services and connections helps
protect your server by reducing the surface area. For default settings, see Help.

Select a component and then corfigure its services and connections:

5 INFLOWSQL Disable this service unless your applications use it
= SQLEXPRESS
= | )| Database Engine
+ Service Service name: [MSSQLSSALEXPRESS
Remate Connections
= (4, S0L Server Browser Display neme: [SQL Server (SQLEXPRESS)
Service Description: Provides storage, processing and controlled access of dats and mpldﬂ
ransaction processing J
Startup type IALrlomat\c j

Service status IHLInning

Start | Stop Pause Resume

View by Instance I\ﬂew by Component l

oK I Cancel | Apply | Help
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Activati serviciul SQL Server Browser

1. Start > Programs > Microsoft SQL Server 2005 > Configuration Tools > SQL Server Surface Area
Configuration.

2. Pe pagina SQL Server 2005 Surface Area Configuration, faceti clic pe Surface Area Configuration for
Services and Connections.

3. Pe pagina Surface Area Configuration for Services and Connections, faceti clic pe SQL Server Browser,
faceti clic pe Automatic pentru Startup type, apoi faceti clic pe butonul Apply.

Nota Cand selectati optiunea Automatic, serviciul SQL Server Browser porneste automat de fiecare data

cand porniti Microsoft Windows.

4. Faceti clic pe butonul Start, apoi faceti clic pe butonul OK.
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Crearea de exceptii in Windows Firewall

Aceste masuri se aplica la versiunea de Windows Firewall, care este inclus in Windows XP Service Pack 2
(SP-2), precum si in Windows Server 2003. Daca utilizati un alt firewall, documentatia acestuia pentru
mai multe informatii.

Daca rulati un firewall pe computer pe care ruleaza SQL Server 2005, conexiunile externe vor fi blocate
cu exceptia cazului in care SQL Server 2005 si serviciul SQL Server Browser pot comunica prin firewall.
Trebuie sa creati o exceptie pentru fiecare instanta de SQL Server 2005 care doriti sa accepte conexiuni
de la distanta de si o exceptie pentru serviciul SQL Server Browser.

SQL Server 2005 utilizeaza un ID de instanta, ca parte din calea unde instalati fisierele aplicatiei. Pentru a
crea o exceptie, pentru fiecare instanta de SQL Server, trebuie sa identificati corect un ID-ul de instanta.
Pentru a obtine un ID de instanta, urmati acesti pasi:

1. Start > Programs > Microsoft SQL Server 2005 > Configuration Tools > SQL Server Configuration
Manager.

2.n SQL Server Configuration Manager, faceti clic pe serviciul SQL Server Browser in panoul din
dreapta, faceti clic-dreapta pe numele instatei in fereastra principala, apoi faceti clic pe Properties.

Ir QL Server Configuration Manager =lolx]
File Action View Help
ol AR IENEN ? RECAONONS)
@ SQL Server Configuration Manager (Local) Mame | State | Start Mode
E SQL Server 2005 Services [Dr15QL Server (INFLOWSQL) Running Automatic
. SQL Server 2005 Network Configuration [50L Server (SQLEXPRESS) Running Automatic
. 5QL Native Client Configuration A3)5QL Server Browser Running Automatic
. | o

3. Pe pagina de Proprietdti a SQL Server Browser, faceti clic pe tab-ul Advanced, localizati ID-ul de
instanta (Instance ID) in lista de proprietati, apoi faceti clic pe OK.
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El Advanced
Active
Clustered

Dump Directory

Error Reporting
Instance ID

Running under 64 bit 0S

Customer Feedback Reporting Mo

C:\Program Files\Microsoft SOL Ser
‘fes

M35QL.2

No

Instance ID
ID of SQL Server instance

x|

Cancel | Apply | Help |

Pentru a lansa Windows Firewall, faceti clic pe Start, pe Run, tastati firewall.cpl, apoi faceti clic pe OK.
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Creati o exceptie pentru SQL Server 2005 in Windows Firewall

Pentru a crea o exceptie pentru SQL Server 2005 in Windows Firewall, urmati acesti pasi:
1. Tn Windows Firewall, faceti clic pe tab-ul Exceptions, apoi faceti clic pe Add Program.
2.In fereastra Add Program, faceti clic pe butonul Browse.

3. Faceti clic pe executabilul C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Binn\sqlservr.exe,
faceti clic pe Open, apoi faceti clic pe OK.

Notd Calea poate fi diferita in functie de locul in care SQL Server 2005 este instalat. MSSQL.1 este un
substituent pentru un ID de instanta pe care le-ati obtinut la pasul 3 de la procedura anterioara.

4. Repetati pasii de la 1 la 3 pentru fiecare instanta de SQL Server 2005 care are nevoie de o exceptie.
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Creati o exceptie pentru serviciul SQL Server Browser in Windows Firewall

Pentru a crea o exceptie pentru serviciul SQL Server Browser in Windows Firewall, urmati acesti pasi:
1. in Paravanul de protectie Windows, faceti clic pe fila Exceptii, apoi faceti clic pe Addugare program.
2. Tn programul de Addugati o fereastr3, faceti clic pe Risfoire.

3. Faceti clic pe executabilul C:\Program Files\Microsoft SQL Server\90\Shared\sqlbrowser.exe, faceti
clic pe butonul Open, apoi faceti clic pe butonul OK.

Nota Calea pot fi diferita in functie de locul in care este instalat SQL Server 2005.
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